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CYBER LIABILITY
CLAIMS PROCESS

When it comes to notifying your insurance company of an actual (or potential) cyber liability breach, the most
important thing to remember is to report the incident as soon as possible. The insurance company’s cyber
team is there to help you through the process and handle the forensic investigation. Never try to investigate a
cyber liability breach on your own, as it can hinder the investigation itself and potentially lead to more harm.

When calling the insurance company to report the incident, it is important to have the following information:

1. Policy number

Effective and expiration date of the policy

3. Point of contact for the claim (including a direct phone number and e-mail address — do not
provide a general email address or phone number as this can delay the investigation)

4. Date of claim/cyber breach (always let them know if it is a potential or actual incident)

5. Description of the cyber breach (including city, state and event that led you to discover the
incident)

6. The type of personal and/or confidential information that the breach impacted

Number of individuals and electronic devices that were compromised due to the breach

N

N

Please also be prepared to send the insurance company all relevant information related to the case such as
reports, screenshots, documents, etc., as it better prepares them for the investigation. Again, it is important to
first report the incident itself, even if you do not have all of the needed information.
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Report a Cyber Claim

A Cyber claim should be reported immediately after a known or suspected cyber security breach,
data privacy breach, or other cyber event.

Global Technology and Public Sector policyholder

e Call: 1-800-238-6225

e Email: first.report@travelers.com

Private Companies, Nonprofit Organizations, Financial Institutions, Public Companies and
Professional Liability policyholders, you can report your CyberRisk / Data Breach claim by using

any of these options:

o Contact your agent

e Email: BSIClaims@travelers.com
e Call: 1-800-842-8496

e Fax: 1-888-460-6622

e Mail to:
Travelers Bond & Specialty Insurance Claim
P.O. Box 2989
Hartford, CT 06104-2989

For questions related to claim reporting or handling, please call 1-800-842-8496.

Available 24 hours a day, every day.
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How Travelers CyberRisk Coverage and Claim
Services can help your business through a cyber event

Cyber events and data breaches happen every day.

In spite of tools and strategies to tighten data security, an employee could mistakenly lose a laptop on his commute to work or the
cloud vendor your business uses to store customer data could be compromised. The potential for a cyber event is real regardless of

the size or type of your business.
Travelers offers CyberRisk insureds our experience and knowledge and we can coordinate expert resources to provide your business

a seamless claims process that includes:

A breach response may include




What are the steps to Travelers Breach Response?

Handling a cyber related event or data breach can be daunting, but is a responsibility your business needs to be prepared for.
When you think an event has occurred, what do you do2 As a Travelers insured, we are here to help with our experience,
knowledge and expert resources to provide your business with a seamless claims process.

0

Contact a Travelers Claim Specialist when you A Travelers Claim Specialist will discuss and A Breach Coach® will be assigned for

think an event may triage the current situation with you, usually immediate assistance

have occurred within an hour. A Breach Coach is a data security/data privacy

e & e em e il @ e e ey This session will .quickly and effec'tively' 'detgrmine if lawyer that specializes in responding to data

v Gaaies et as WosThvelk e i computer forensics are needed, if nofifications are breaches and events. They are an essential part
required and what legal action may result. of managing a data event for your business.

situation with you and determine the resources
necessary fo specifically address your situation.
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Travelers will establish a dedicated team from Consistent communication Resolution of incident
a network of vendors in order to respond
quickly fo your business’ event Travelers is here when your business is in need. Travelers has the right experience and experts

o ) You and your agent will be informed and kept to assist you in helping to resolve an event and
Travelers works with industry leading vendors and . I . . .

Y . apprised throughout the process with direct and helping you to get your business back to its
can help you set up a team potentially including: . . i . .
regular contact with your Claim Specialist during normal operations.

« A Breach Coach « Call center vendor and outside business hours. Travelers will manage

« Forensic investigators  « Credit monitoring the process and your level of involvement is up to

service el

« Public relations

« Notification vendor

It is not a matter of if a breach will occur but when. And when an event occurs having the right
response and the right partner can help a business’ bottom line and reputation.

Travelers knows CyberRisk.
To learn more, talk to your independent agent or broker, or visit travelers.com/cyber.
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travelersbond.com
Travelers Casualty and Surety Company of America and its property casualty affiliates. One Tower Square, Hartford, CT 06183

This material does not amend, or otherwise affect, the provisions or coverages of any insurance policy or bond issued by Travelers. It is not a representation that coverage does or does not exist for any
particular claim or loss under any such policy or bond. Coverage depends on the facts and circumstances involved in the claim or loss, all applicable policy or bond provisions, and any applicable law.
Availability of coverage referenced in this document can depend on underwriting qualifications and state regulations.

Breach Coach is a registered trademark of NetDiligence.

© 2018 The Travelers Indemnity Company. All rights reserved. Travelers and the Travelers Umbrella logo are registered trademarks of The Travelers Indemnity Company in the U.S. and other countries.
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